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Die Situation der IT heute
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Die Rolle der IT im Unternehmen

IT-Ziele leiten sich aus Unternehmenszielen ab, interne und externe
Interessensvertreter (Stakeholder) beeinflussen IT-Compliance.
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Das Spannungsfeld
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Anforderungen
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Risiko als gemeinsame Sprache

ISO 31000:2018 - Terms and definitions 3.1: risk
“effect of uncertainty on objectives”



VUCA-World



Volatile
Uncertain
Complex
Ambiguous



IT und IT-Compliance

Compliance von IT Compliance mit IT

IT ist der Adressat von IT zur Erfillung von
Compliance Anforderungen Compliance Anforderungen

Compliance der IT-gestlitzte
IT-Funktionen Compliance




Posture Management

Das Prinzip der kontinuierlichen Verbesserung

 Kontinuierliche Anderungen erfordern kontinuierliche Anpassungen
»  Durchschnittlich mehr als 200 Anderungen in internationalen
Regulierungen taglich!
« Kontinuierliche Verbesserung als Prozess im Unternehmen
« Kontinuierlicher Dialog aller Interessenvertreter erforderlich

Zeit

Qualitat



Compliance Posture Management

Microsoft Compliance Manager

 Universeller Ubersetzer“ zwischen Compliance und IT

« Standig aktualisierte Informationen und Empfehlungen zu technischen-
und organisatorischen Malinahmen fur Compliance mit Microsoft 365

* Universelle Vorlagen fur Drittanbieter und interne Systeme
« Aktuell Unterstutzung von 24 Sprachen

« Kontinuierliche Bewertung mit dem Compliance Score

* Microsoft 365 Data Protection Baseline =27
als initialer Basis-Score

]

verview  Improvement actions  Solutions ~ Assessments  Assessment templates

Compliance Manager measures your progress in completing actions that help reduce risks around data protection and regulatory standards. Find guidance and documentation

Overall compliance score Key improvement actions Solutions that affect your score

" T ——
Your compliance score: 56% | ot comietee | Complets | Qutofscome e nyourcomel ’
o
Audit 84
e
e i
format

17835/31372 points achieved

Azure Security Cent... 073 points
Your points achieved (D)

I 1441/ 14978 Cloud App Security  7/88 points

I Microsoft managed points achieve: Communication co... 0739 pol
16394/ 16394

Compliance t Search 073 points
T

Compliance Manager 45/7620 points 921


https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager

Microsoft Compliance Manager

Vorlagen fur verschiedene Compliance Standards

 Office 365 E1/E3 und Microsoft 365 E3:

 Office 365 E5 und Microsoft 365 E5:
NIST 800-53 und die Data Protection Baseline

 Jeweils als Microsoft 365 Assessment
und als Universal Template

Vv Assessment template Availability Product T Certification

Vv Included templates (10)

Data Protection Baseline for Microsoft 365 Included Microso ft 365 Data protection baseline
EU GDPR for Microso ft 365 Included Microso ft365 ~ EUGDPR

ISO/IEC 27001:2013 for Microso ft 365 Included Microso ft 365 1SO 27001

NIST 800-53 Rev.4 for Microsoft 365 Included Microso ft 365 NIST 800-53

NIST 800-53 rev.5 for Microsoft 365 Included Microso ft 365 NIST 800-53 rev.

Data Protection Baseline Included Universa Data protection baseline
EU GDPR Included Universal ~ EUGDPR

ISO/IEC 27001:2013 Included Universa 1SO 27001

NIST 800-53 rev.5 Included Universa NIST 800-53 rev.

NIST 800-53 Rev.4 Included Universa NIST 800-53


https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=o365-worldwide
https://docs.microsoft.com/en-us/compliance/regulatory/gdpr
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-list

Microsoft Compliance Manager

Vorlagen fur verschiedene Compliance Standards

* Premium Vorlagen mit jahrlicher Laufzeit
« Aktuell 335+ Vorlagen (Microsoft 365 plus Universal)
« Vorlagen fur Internationale Standards und Regularien, z.B.

. Bundesdatenschutzgesetz

. COBIT5

.

. CIS M365 Foundation Level 1 / Level 2 I — Availability 1 Product Certification

. BAIT (Supervisory Requirements for IT in Financial Institutions) > Included templates (10)

. MaRisk (Annotated text of the Minimum Requirements for Risk Management) R —

¢ ( PIM S) Trade Secrets Act of The Republic of Chin... Premium Microsoft 365 Taiwan Trade Se

* |SO 2 7005 : 20 18 Puerto Rico - Citizen Information on Dat... Premium Microso ft 365 Puerto Rico - Ci

* |SO 3 1000 : 20 18 Maine - Notice of Risk to Personal Data f... Premium Microso ft 365 Maine Notice o

‘ 150 22301:2019 India - Information Technology (Reasona... Premium Universa India - Informat

* EU - ePrivacy Directive 2002 58 EC Premium Universa EU ePrivacy Dire

‘ India - Information Technology (Reasona... Premium Microsoft 365 India - Informat
Electronic Code of Federal Regulations - ... Premium Universa E-CFR

E-CFR - ldentitv Theft Rules Premium Universa E-CFR - ldentitv


https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-c5-germany
https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-cis-benchmark
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27701
https://docs.microsoft.com/en-us/compliance/regulatory/offering-pci-dss
https://docs.microsoft.com/en-us/compliance/regulatory/offering-tisax-germany
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-list

Microsoft Compliance Manager

Bewertungen und Control-Implementierung

* |Informationen zur Implementierung

Progress  Controls  Your improvement actions ~ Microsoft actions

Review details about this assessment and understand your progress toward completion.

Darstellung des Fortschritts in der Bewertung und Implementierung
Empfehlungen zur Verbesserung (Improvement Actions

55% Assessment progress
8094/14570

Your points achieved O
1195776n

Microsoft managed points achieved ®
68996899

Control status

None [l nprogress [l Passed [l Failed [l Out of scope

Key improvement actions
Y

M None [l Notassessed [l Passed [l Failed lowrisk [l Failed medium risk [l Failed high risk 4 more

Improvement action Impact Test status

Use IRM to protect online documents and storage +27 points None

Enable 'Require additional authentication at startup’ +27 points @ Failed high risk
Restrict access to content by turning on encryption in sensitivity la... +27 points None
Protect important folders with controlled folder access +27 points None

Retain nonconformity details +27 points None
Require mobile devices to use encryption +27 points None
Protect your network with network protection +27 points None
Manage organizational users and groups +27 points None

View all improvement actions



Microsoft Compliance Manager

Bewertungen und Control-Implementierung

« Beispiel: ISO/IEC 27001 — Annex-A Controls
« Control Gruppen — Beispiel: Asset Management
« Control — Beispiel: Classification of information (A.8.2.1)

Control family: Any Status: Any

> Contro |tite  Status Control ID
> Access Control (14)

Vv Asset Management (10)
Acceptable use of assets
Classification of information None A82.1
Disposal of media

Handlina of accate

ﬁﬁﬁﬁﬁﬁ



Microsoft Compliance Manager

Bewertungen und Control-Implementierung

Improvement Actions
Beispiel: Apply sensitivity labels to protect sensitive or critical data

Impact auf den Score (Points)

Bewertung (Risiko/Benefit)

Improvement action

Categorize information

Review label activity and analytics

Classify assets into risk-based categories

Develop business classification schemes

Define a device value

Create service side labeling policies

Create customized or use built-in trainable classifiers

Apply sensitivity labels to protect ePHI

Apply sensitivity labels to protect financial data

Automatically apply Client Side Sensitivity Labels

Use sensitivity labels for container-level classification

Automatically apply record labels

Apply sensitivity labels to protect sensitive or critical data

Apply sensitivity labels to protect personal data

Antamate nrataction onf coantant in aeininnarted coantainare

Products

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Microsoft 365

Nirraenft QAL

Test status

None

None

None

None

None

None

None

None

None

None

None

None

None

None

NAana

Impact

27

27

27

27

27

27

27

27

27

27

L Jor



Microsoft Compliance Manager

Bewertungen und Control-Implementierung

Empfehlungen und Informationen zur |
Workflows fur Delegation und Nachverfolgung

Zuweisungen fur Implementierung
Dokumentation
Status

mplementierung

Overview

Details

Implementation Status

Implemented

Points achieved
0/27

Managed by

Your organization

Action type
Technical

Documents
1

Data Source

Test Status

None

Group
NO-2021

Action scope
Tenant

Products
Microsoft 365

Assigned to

© s oen:

Manual

Implementation  Testing  Standards and Regulations ~ Documents

Implementation status Implementation date

Implemented v | [ Fri Aug 27 2021 =]

How to implement

Microsoft rec that your ization apply itivity labels and policies to classify and protect your sensitive or critical information.
Sensitivity labels can be used to automatically encrypt data in transit and create visual markings that include headers, footers, and watermarks;
watermarks can be applied to documents, but not email. This helps categorize your most important data and effectively protect it from illicit access,
and it makes it easier to investigate discovered breaches.

How to Use Microsoft Solutions to Implement

Your organization can apply sensitivity labels and policies to classify and protect financial data in Office 365 and other locations. Select Launch
Now to create and manage sensitivity labels and policies in the Microsoft 365 compliance center. You can configure the sensitivity label to be
published across Office apps (Word, Excel, PowerPoint, and Outlook), SharePoint and Teams sites, and Office 365 groups. You can also use
PowerShell to create and configure sensitivity labels and policies.

Prerequisites and licensing requirements
Subscription and licensing requirements for sensitivity labels
Permissions required to create and manage sensitivity labels

Launch Now

Learn More
Overview of sensitivity labels
Restrict access to content by using sensitivity labels to apply encryption

Implementation notes

Implementation of MVP - rollout of basic set of labels for classification
User awareness and change management program started.




Microsoft Compliance Manager

Bewertungen und Control-Implementierung

Bewertung der Implementierung und interne Audits

Test-Status, Test-Datum, Anmerkungen und Notizen

Implementation  Testing  Standards and Regulations ~ Documen ts
Test status Test date
Select Test status... M ‘ l Select a date...

Testing notes

add testing notes

Implementation

Testing  Standards and Regulations

Test date

Documents

v | | Mon Sep 20 2021

Additional notes

add additional notes




Microsoft Compliance Manager

Bewertungen und Control-Implementierung

Informationen zu Anforderungen

Erganzung des Umfangs der
Implementierung

Implementation  Testing  Standards and Regulations

Filter

Anwendbarkeit auf weitere Standards und Regularien

't £ Filters

Control family: Any

> Control

v

v

Asset management (1)

Classification of information

Asset Management (6)

Classification of information

Labelling of Information

Handling of assets

Classification Of Information

Labelling Of Information

Handling Of Assets

Asset Management (AM) (2)

Acceptable Use and Safe Handling of Assets Policy

Asset Classification and Labelling

Controlled Access Based on the Need to Know (1)

Critical infrastructure (1)

Control ID

A821

A822

A823

A6521

A6522

A6523

AM-02.1

AM-06.1

Documents

Control family

Asset management

Asset Management

Asset Management

Asset Management

Asset Management

Asset Management

Asset Management

Asset Management (AM)

Asset Management (AM)

Regulation

TISAX 5.0

1SO 27001

1SO 27001

1SO 27001

1SO 27701

1SO 27701

1SO 27701

Germany C5

Germany C5



Microsoft Compliance Manager

Berechnung des Compliance Score

* Improvement Points basieren auf dem assoziierten Risiko

O @

Preventative Detective Corrective

» Mandatory + 27 points . 3 points + 3 points

@ Discretionary + 9 points + 1 points e 2 1 points


https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-methodology

Microsoft Compliance Manager

Kontinuierliche Verbesserung

« Kontinuierliche Aktualisierung der Vorlagen durch Microsoft
« Kontinuierliche Aktualisierung von Improvement Actions
« Bewertungen und Implementierungs-Empfehlungen

p  Protect and manage local admin passwords
Update provided by Microsoft: May 27, 2021

Review changes to this assessment's template before accepting the update. Accepted ) o o e

updates are permanent. You can defer and accept at a later time. Learn more Update provided by Microsoft: Mar 20, 2021

@ This action is automatically monitored. Learn more

L New template 1 Current template . . Review changes to this improvement action before accepting the update. Accepted
- - Queiyiew  Changeidetalls updates are permanent. You can defer and accept at a later time. Learn more
Overview  Change details Action changes Overview  Change details

91 Actions added
33 Actions removed

Assessments progress Score change Total changes Control changes Asgessmients impacted
o o 5 Controls added Default Group, Data Protection Baseline
- 1.00% - 1.00% 314 38 Controls removed NO-Germany, NO-C5
126 Controls modified
[T T PP 0 Control families added

Action changes
Score decreased
Changed action description

0 Control families removed
21 Control families modified




Microsoft Compliance Manager

Automatische Tests (Continuous Assessment)

« Technische Maldnahmen, die durch den Microsoft Secure Score Uberwacht
werden, konnen automatisch getestet werden

« Alle Improvement Actions oder spezifische Actions
« Aktualisierung alle 24 Stunden

Automated testing

You can set up automated testing for your Compliance Manager improvement actions that are also monitored by Secure Score. Choose to turn on
automated testing for all such actions, turn off for all actions, or turn on for individual actions. Learn more about Secure Score updates

O Turn on for all improvement actions
O Turn off for all improvement actions

@ Turn on per improvement action

l:] Enable self-service password reset
|:| Remove TLS 1.0/1.1 and 3DES dependencies
|:| Set automated notifications for new and trending cloud applications in your organization

Block Office communication anplication from creatina child processes



Webinar-Reihe ,,Compliance mit IT*

Mittwoch, 24.9.2021: Identity Governance & Administration (IGA) im Kontext
Compliance ( )

Mittwoch, 27.10.2021: Datenmanagement im Kontext Compliance (

Mittwoch, 24.11.2021: Adressieren von Insider-Risiken ( )


https://sits.group/sci
https://sits.group/IGA4Compliance
https://sits.group/datenmanagement
https://sits.group/insider-risiken
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