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Aktuelle Problemstellungen

Digitalisierung von Fachdaten und regulierten Daten

« Unstrukturierte Datenablage und Verarbeitung in Office Anwendungen
« Kollaboration Uber Unternehmensgrenzen
« MS Teams, E-Mail, Dateifreigaben etc.

« Kunden und Partner nutzen starker digitale Kommunikation
« Oftmals immer noch kein ,offiziellen* Kommunikationswege
« Paradigmenwechsel auch durch den Generationswechsel



Aktuelle Problemstellungen

Exponentieller Datenzuwachs durch die Digitalisierung

+ ,Klassische” Methoden von Datenmanagement sind oft unzureichend

« Compliance-Anforderungen nehmen zu
« (Geschaftskontinuitat
« Informationssicherheit e s
 Datenschutz
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https://www.statista.com/chart/17727/global-data-creation-forecasts/
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Datenmanagement mit Microsoft 365

Microsoft Information Protection & Governance

 Management des Daten-Lebenszyklus

Understand your data : \ ! : Detect risky behavior and
landscape and identify / KNOW . ' PREVENT i prevent accidental
important data across your | ' : '

- ' ' oversharing of sensitive
Werpaviesseaill YOUR DATA B DATA LOSS BB s
@

Apply flexible

protection actions | PROTECT / GOVERN . Automatically retain,

including encryption, .‘ | delete, and store data

YOUR DATA ' YOUR DATA ',-' and records in a

access restrictions and A
compliant manner

visual markings

Powered by an intelligent platform
Unified approach to automatic data classification, policy management, analytics and APIs



https://microsoft.github.io/ComplianceCxE/

Know Your Data

Daten erfassen und klassifizieren

 Typen vertraulicher Informationen
* Vordefiniert / Benutzerdefiniert
 Regulare Ausdricke, Schlusselworter, Worterblcher
e Musterubereinstimmungen
 Naherunsfenster

« Dokument Fingerprinting e

Overview  Trainable classifiers (preview)  Sensitive info types  Content explorer  Activity explorer

* Vertraulicher Informationstyp - SRR T e e

basierend auf Standardformular = il’“’____ ::” —
o Aktuell nur in Exchange Online ::“’“ i e e %w —
- Exact Data Match (EDM) . -
« Genaue Datenwerte, z.B. Kunden- .. e Bl == ===

2,182 Outlook 18.8K Label removed

oder Patientendaten T



https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-learn-about?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/document-fingerprinting?view=o365-worldwide
https://docs.microsoft.com/en-gb/microsoft-365/compliance/create-custom-sensitive-information-types-with-exact-data-match-based-classification?view=o365-worldwide

Know Your Data

Daten erfassen und klassifizieren

[ J

 Lernt Daten anhand von Beispielen zu erkennen

I 1] H _
« Vordefinierte ,ready to use” Kategorien -
L. . @ Home Data classification
¢ B e n u tze rd efl n I e rte Kateg O rl e n G Overview  Trainable classifiers  Sensitive info t C ivi
ypes ontent explorer  Activity explorer
I < Data Classification
Use trainable classifiers to identify categories of content in your org, like regulatory docs or employee agreements, so you can au
® ¥ DataC classify and protect them. This feature is in preview and subject to the preview terms described in the Online Services Terms
A Alert:

« Klassifizierungs-Bezeichner (Label)

« Datenklassifizierung durch Anwender |

« Automatische Klassifizierung
« Client- oder Service-seitig

« Basierend auf vertraulichem Informationstyp
oder trainierbaren Klassifizierungsmerkmalen


https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide

Protect Your Data

Vertraulichkeitsbezeichnungen

« Datenklassifizierung als Abstraktionsschicht

« Malnahmen basierend auf Bezeichnern
* Verschlusselung, Visuelle Markierungen, DLP etc.
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Protect Your Data

Vertraulichkeitsbezeichnungen fur Teams, M365 Groups
und SharePoint Online Sites

« Verbindliche Einstellungen basierend auf dem Bezeichner

What kind of team will this be? X
Define privacy and external user access settings Sensitvity Learn more
Confidential v

Control the level of access that internal and external users will have to labeled teams and Microsoft 365 Groups.
Teams with this sensitivity must be private.

Privacy Privacy
These options apply to all Microsoft 365 Groups and teams that have this label applied. When applied, these settings will replace
existing privacy settings for the team or group. If the label is removed, users can change it again. N Private
 { People need permission to join

O Public

Anyone in your organization can access the group or team (including content) and add members.

@ Private

Only team owners and members can access the group or team, and only owners can add members.

O None

Team and group members can set the privacy settings themselves.

External user access

D Let Microsoft 365 Group owners add people outside your organization to the group as guests. Learn about guest access




Protect Your Data

Vertraulichkeitsbezeichnungen fur Teams, M365 Groups

und SharePoint Online Sites

Einstellungen fur Dateifreigaben
Zugriff mit nicht-verwalteten Geraten

Azure AD Conditional Access

Define external sharing and device access settings

Control who can share SharePoint content with people outside your organization and decide whether users can access labeled sites from
unmanaged devices.

Control external sharing from labeled SharePoint sites

When this label is applied to a SharePoint site, these settings will replace existing external sharing settings configured for the site.

Content can be shared with

O Anyone ®

Users can share files and folders using links that don't require sign-in.

(O New and existing guests ©
Guests must sign in or provide a verification code.

O Existing guests ®
Only guests in your organization's directory.

@ Only people in your organization
No external sharing allowed.

Access from unmanaged devices
Determine whether users can access SharePoint sites from unmanaged devices (which are devices that aren't hybrid Azure AD joined or enrolled in Intune).

@ For this setting to work, you must also configure the SharePoint feature that blocks or limits access to SharePoint files from unmanaged devices. Learn more

O Allow full access from desktop apps, mobile apps, and the web
@ Allow limited, web-only access (O

O Block access ()


https://docs.microsoft.com/en-us/sharepoint/app-enforced-restrictions

Protect Your Data

Vertraulichkeitsbezeichnungen fur Teams, M365 Groups
und SharePoint Online Sites

« Integration mit Azure AD Conditional Access
* Fein-granulare Zugriffssteuerung fur SharePoint Sites

Control user access based on Conditional
Access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

SEC-BaseAccess Levell

Assignments

Users and groups ©

Specific users included

Cloud apps or actions ©

1 authentication context included

Conditions ©

1 condition selected

Control user access based on all or specific
cloud apps or actions. Learn more

Select what this policy applies to

[ Authentication context (preview) v

Authentication context is used to secure
application data and actions in apps like
SharePoint and Microsoft Cloud App Security.
Learn more

Select the authentication contexts this policy
will apply to

SecureSite-Level1
E] SecureSite-Level2

(] secureSite-Level3

Use Azure AD Conditional Access to protect labeled SharePoint sites

You can either control the level of access users have from unmanaged devices or select an existing authentication context to enforce restrictions.

O Determine whether users can access SharePoint sites from unmanaged devices (which are devices that aren't hybrid Azure AD joined or enrolled in
Intune).

@ For this setting to work, you must also configure the SharePoint feature that blocks or limits access to SharePoint files from unmanaged devices. Learn more
Allow full access from desktop apps, mobile apps, and the web
Allow limited, web-only access ®
Block access @

@ Choose an existing authentication context (preview). Each context has an Azure AD Conditional Access policy applied to enforce restrictions. Learn
more about authentication context

l SecureSite-Level1 -



https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-cloud-apps

Prevent Data Loss

Integration mit Microsoft 365 DLP

Microsoft Exchange SharePoint OneDrive Office
Teams Online Online for Business Desktop Apps
Chat Nachrichten E-Mail-Versand Indizierte Daten Indizierte Daten Policy Tipps in Apps
Channel Konversationen E-Mail-Inhalt Dateien aus Teams Dateien aus Word
Anhange Teams-Chats PowerPoint
Excel
Outlook

Policy Tipps | Freigaben Blockieren | User Overrides | Hinweis-E-Mails



Prevent Data Loss

Beispiel: SharePoint Freigaben

« DLP-Regeln auf Basis von Bezeichnern
* Visuelle Hinweise und Richtlinientipps

« BenutzeraulRerkraftsetzen (Override)

L 4+ New~ T Upload v &3 Share @ Getlink +o

‘Nim ix the iss e;a'rl:::l::’f:lv;:oc.e:r‘cen‘ep:l‘:’,cvvepo'ts .
Files > Reports
Qs
o Ite t e following sei
Number (SSN)
v T Name Modlified
bt @4 Customer report.docx % 24 minutes ag
S g: Customer report.xlsx About an hour a
Report @4 Document.docx About an hour a
da Fiscal report.xlsx % 23 minutes ag

de Quarterly report.xlsx % 23 minutes ag




Govern Your Data

Informationsmanagement und Datensatzverwaltung

« Aufbewahrungsrichtlinien
* Loschrichtlinien

* Fileplan

« Versionierung

« Disposition

Information Governance

Manage risk & liability by only keeping what you
need and deleting what you don't across your
entire digital estate

Records Management

Manage high value content following the
specialized workflows required to meet legal,
business, or regulatory recordkeeping obligations

Microsoft 365 & beyond




Govern Your Data

Aufbewahren und Loschen von Daten

* Inhalte konnen aufbewahrt, geloscht oder zuerst aufbewahrt
und dann geloscht werden

 Ab Erstellung
« Ab letzter Anderung

Aufbewahren hat Vorrang vor Loschen
Der langste Aufbewahrungszeitraum hat Vorrang

Explizite Einbindung hat Vorrang vor
impliziter Einbindung

Der kirzeste Loschzeitraum hat Vorrang




Govern Your Data

Aufbewahren und Loschen von Daten

* Richtlinien fur Speicherorte, Benutzer oder Gruppen

« Separate Richtlinien fur:

« Teams Chats und Channel Nachrichten

 Teams private Channel Nachrichten

Yammer Community und Benutzer
Nachrichten (Preview)

@ o

@ o

@ on

@ o

@ Teams channel messages

@ Teams chats

®) Teams private channel messages

% Yammer community messages (Preview)

% Yammer user messages (Preview)

A Retention policies that delete Yammer user messages can
also impact Yammer community messages. Learn more

All teams
Edit

All users
Edit

All users
Edit

All communities
Edit

All users
Edit

None
Edit

None
Edit

None
Edit

None
Edit

None
Edit

Choose locations to apply the policy

The policy will apply to content that's stored in the locations you choose.

Status

@ on

@ o

@ o

@ o

@ o

@) off

@ Do

@ ot

@ off

@) o

@ ) of

Location Included

@8 Exchange email All recipients
Edit

®  SharePoint sites All sites
Edit

&  OneDrive accounts All accounts
Edit

@ Microsoft 365 Groups All groups
Edit

® Skype for Business

@8 Exchange public folders

® Teams channel messages

@ Teams chats

@ Teams private channel messages

% Yammer community messages (Preview)

% Yammer user messages (Preview)

Excluded

None
Edit

None
Edit

None
Edit

None
Edit



Govern Your Data

Aufbewahren und Loschen von Daten

What type of scope do you want to create?

Each type of scope uses different attributes or properties to match the users, sites, or groups you want to detect in a policy.

L]
» User, Groups oder Sites
)
@ Users
You'll select Azure AD attributes used to define users (such as First name, Last name, and Department).

« Dynamische Zuordnung auf Basis s

You'll select SharePoint properties used to define sites (such as site name, site URL, and refinable strings).

von Attributen ettt e i e
¢ Bere|Ch u nd DatenSpGICherO rt Create the query to define SharePoint sites

The query consists of one or more SharePoint property/value combinations used to define the sites you want this scope to apply to. You can
refine the query by grouping attributes and connecting them using AND and OR operators.

Choose adaptive policy scopes and locations + Add property ( Group slected attrbutes

After adding one or more adaptive policy scopes, we'll show you the Microsoft 365 locations that are supported by the attributes or

G 3 y N . s /\ Site properties T}
properties defined in the scopes. You can then decide which of those locations to apply the policy to. prop
= v v : :
5 fvirieeaies l Site name l starts with | ‘ SEC. i}
Query summary
Scope name Type SiteTitle starts with SEC-;
HR User User

/N User attributes W

i i *
Choose locations to apply the policy | Department v| ‘ is equal to v| | HR @

Based on the scopes you added, this policy can be applied to content in these locations.

Status Location

@) off 08 Exchange email

@ ) off & OneDrive accounts

@ o @ Teams chats
@ on

@ Teams private channel messages


https://techcommunity.microsoft.com/t5/security-compliance-and-identity/announcing-adaptive-policy-scopes-for-microsoft-365-records/ba-p/2857532

Govern Your Data

Aufbewahren und Loschen von Daten

 Direkt auf Daten anwendbar
e Manuell durch den Anwender
* Automatisch durch Auto-Labeling Policies

« Basierend auf vertraulichen Informationstypen,
Inhalten (Worte, Ausdricke, Eigenschaften)
oder trainierbaren Klassifizierungsmerkmalen

Choose the type of content you want to apply this label to

O Apply label to content that contains sensitive info
O Apply label to content that contains specific words or phrases, or properties

@ Apply label to content that matches a trainable classifier

—+ Create alabel =2 Publish labels
Name
GDPR article 9 data
Default Retention
Job applications

Pl


https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=o365-worldwide

Govern Your Data

File Plan

« Beschreibung von Datensatzen
« Geschaftsfunktion
« Kategorie

« Kontext
By default, this label will be included in your file plan. To help organize this label, choose any values related to the default descriptor columns included in your file plan.

® Q u e I I e Reference ID

Define file plan descriptors for this label

Business function/department

Human resources X Choose
Category
Recruiting and hiring X Choose

Sub category

Applications X Choose
Authority type
Regulatory X Choose

Provision/citation

DSGVO X Choose



https://docs.microsoft.com/en-us/microsoft-365/compliance/file-plan-manager?view=o365-worldwide

Govern Your Data

File Plan

Definition von Aufbewahrungszeiten und Loschfristen

Ausloser: Aufbewahrung ab wann? /
Loschen ab wann?

Markieren als Datensatz
Markieren als regulatorischen Datensatz
Disposition Review auslosen

Start the retention period based on

|

When items were created

When items were created

When items were last modified

When items were labeled

Employee activity

Expiration or termination of contracts and agreements

Product lifetime

Define retention settings

When this label is applied to items, the content is retained and/or deleted based on the settings you choose here.

@ Retain items for a specific period
Labeled items will be retained for the period you choose.

Retention period

ofl 0 : l yearsl 6 : | months I 0 : I days

| Custom R |

Start the retention period based on

I When items were created 4 I

—+ Create new event type

During the retention period

@ Retain items even if users delete
Users will be able to edit items and change or remove the label. If they delete items, we'll keep copies in a secure location. Learn more

O Mark items as a record
O Mark items as a regulatory record
At the end of the retention period

@ Delete items automatically
We'll delete items from where they're currently stored.

O Trigger a disposition review

O Do nothing
Items will be left in place. You'll have to manually delete them if you want them gone.

O Retain items forever
Labeled items will be retained forever, even if users delete them.

O Only delete items when they reach a certain age
Labeled items won't be retained, but when they reach the age you choose, we'll delete them from where they're stored.

O Don't retain or delete items
Labeled items won't be retained or deleted. Choose this setting if you only want to use this label to classify items.



Govern Your Data

Disposition Review

»  Uberprufung von Daten, die sich dem Ende ihrer Aufbewahrung nahern
* Unwiederbringlich Ioschen
« Aufbewahrungszeit verlangern
* Neuen Aufbewahrungsbezeichner anwenden

* Mehrstufige Disposition Reviews Records management

Overview  File plan  Label policies  Events  Disposition

4 Export () Refresh

Name Type

RCDT-5 7  Pending Disposition
RCDT-2 7 Pending Disposition
EU Contracts Cf Pending Disposition
Board Record: Cf Pending Disposition
Purchase Ord 7 Records Disposed
RCDT-3 7 Records Disposed
RCDT-1 [ Records Disposed



https://microsoft.github.io/ComplianceCxE/notes/mig/ms/

Govern Your Data

Anbindung von Drittanbietern

« Zentrale Compliance-Archivierung

 Microsoft Daten-Konnektoren Data connectors
* Drittanbieter Daten-Konnektoren Do G

Connect to your data sources: Connectors help you connect your important data sources to your compliance solutions. Learn more

@ Don't see the connector you're looking for? Leave feedback letting us know what connector you need.

Connector name Description
Android Archiver A lightweight agent runs in the background and records all Android messages and/or calls and uploads them to be archived in Microsoft
AT&T SMS/MMS Network Archiver

Integrated with the AT&T and FirstNet mobile networks. Get a copy of employee SMS & MMS text messages in Microsoft 365. Available o

Bell SMS/MMS Network Archiver Integrated with the Bell mobile network. Get a copy of employee SMS & MMS text messages in Microsoft 365. Available only for corporat:

Blackberry DataParser

Bloomberg DataParser

Bloomberg Message

CellTrust

CellTrust SL2

Cisco Jabber DataParser

Cisco Jabber on MS SQL

Cisco Jabber on Oracle

Cisco Jabber on PostgreSQL

Cisco Webex DataParser

EML

Collects BlackBerry messages, SMS, PIN and phone log transcripts directly from the BlackBerry Enterprise Server.

Collects instant and terminal Bloomberg chats from Bloomberg's SFTP Compliance site.

Connecting to your Bloomberg Message data is valuable for communication compliance, records management, and eDiscovery solutions.

Connecting to your CellTrust data is valuable for communication compliance, information governance, and Advanced eDiscovery solutions

CellTrust SL2 Connector imports SL2 data from BYOD and COPE devices into Microsoft 365

Pulls from the Cisco external database (supporting Postgres, Oracle and MS SQL) to collect 1-to-1, multi-party and persistent chats includi

Connecting to your Cisco Jabber on MS SQL data is valuable for communication compliance, information governance, and Advanced eDis:

Connecting to your Cisco Jabber on Oracle data is valuable for information governance and Advanced eDiscovery solutions.

Connecting to your Cisco Jabber on PostgreSQL data is valuable for information governance and Advanced eDiscovery solutions.

Collects 1-to-1 and multi-party chats, including files and images, from the Cisco Webex API.

Connecting to your EML data is valuable for communication compliance, information governance, and Advanced eDiscovery solutions.



https://docs.microsoft.com/en-us/microsoft-365/compliance/archiving-third-party-data?view=o365-worldwide

Webinar-Reihe ,,Compliance mit IT*

Mittwoch, 29.9.2021: Identity Governance & Administration (IGA) im Kontext
Compliance ( | )

Mittwoch, 27.10.2021: Datenmanagement im Kontext Compliance

( | )
Mittwoch, 24.11.2021: Adressieren von Insider-Risiken ( )


https://sits.group/IGA4Compliance
https://sits.group/IGA4Compliance/slides
https://sits.group/datenmanagement
https://sits.group/datenmanagement/slides
https://sits.group/insider-risiken
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Vielen Dank!

Jens Lorenz
Strategic Consultant, CISSP, CSSP, CIPT

mail: jens.lorenz@sits-d.de
fon: +49-170-4516565

LinkedIn:

Titel der Prasentation (Master View)



https://de.linkedin.com/in/jenslorenz

